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About me

              Shaya Feedman  ::  shaya.feedman@gmail.com  ::  054-4881601

Age 22
Professional experience:

self-sufficient Web-Developer for over five years.
Lecturer and tutor of network, wireless communication and Operational systems at IDF for three 
years.
Security assessments and application layer penetration testing as a freelance for about 2 years. 
Information Security solutions integrator and Pentester for about a year.

Specializing in:
Data networking.
Information Security.
Penetration Test.
Writing and analysing code.
General Hacking.



Little bit about attack's history 



And... T0Day !! 

http://blog.insecure.in
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What the f*ck is Custom Malware ?!

http://reflets.info

http://reflets.info/
http://reflets.info/


And known friends 

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Solutions ? 

● AntiVirus - X
● Firewall - X
● IPS - really ? - X 
● Custom OS and Application - X \ V
● Anomaly Detection - Yeha... but... 
● Any ideas ? 



Learn Your Target 

http://blog.rootshell.be
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How  To Do it ? 

1. Scans.
2. Enumeration. 
3. Harvesting. 

* Foca.
* Maltego.

http://holisticinfosec.blogspot.co.il
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Create scenario attack

● Choose your way
○ Use (un)know tools ? 
○ Create script ?
○ Use exploits ?

● Clear !
○ backyard, logfile, port used, registry and any you 

touch.

● Think different !
○ or leave it...
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So... Really, Thank YOU ! 

www.moronsvs.com
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