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Before We Start 




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Disclaimer 


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Disclaimer 
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Disclaimer 


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What is RE? 








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Programming Overview 
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Reversing Overview 
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1/1 Correlation? 

inc result 

mov  class, 35 

and mask1, 128 

add marks, 100 

result++; 

class =  35; 

mask1 &= 128; 

mark1 += 100; 
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Translate this 

size = value; 

 

sum += x + y + z; 
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Translate this 

size = value; 

 

sum += x + y + z; 

mov AX, value 

mov size, AX 

 

mov AX, sum 

add AX, x 

add AX, y 

add AX, z 

mov sum, AX 
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Level 0 

Hardware Level 

Level 1 

Operating System Calls 

Layer 2 

Machine Language 

Layer 3 

ASM Language 

Layer 4 

C Java C++ Any high level 

Layer 5 

Application / Program Level XLS/Word/PowerPoint 



Registers 

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Registers 
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Memory 








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PEBs & TEBs 




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Tools of the Trade 


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





Friday, 2 August, 2013 18 



Memory Segments 

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What we are going to do 







 sudo apt-get install readelf elfdump 

objdump 
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What’s Needed? 
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Let’s talk about ELFs 






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For the real ELVs 
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Read ‘em! 



readelf –e new 


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Code Sections 



readelf -s new 


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String Section 



readelf -p .strtab new 
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Quick Little Thing 




 push  %ebp  //save *frame 

 mov  %esp, %ebp //set new *frame 

 sub  $80, %esp //allocate 80 

 push  %esi  //save 

 push  %edi  //save 

 push  %ebx  //save 
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Quick Little Thing 



 mov %edi, %eax  // Return 

 pop %ebx   // Restore 

 pop %esi   // Restore 

 pop %edi   // Restore 

 leave 

 ret 
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More Stuff 






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